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OverviewOverview

• Provide enforcement 
technologies to guaranteetechnologies to guarantee
secure and safe execution of 
downloaded applications on 
se ’s mobile te minaluser’s mobile terminal.

• Enforcement technologies 
that are applicable along the pp g
software lifecycle from 
development to deployment 
and execution.and execution.

• Allow all stakeholders (users, 
developers and mobile 
network operators) to express network operators) to express 
their requirements and 
constraints by policies.
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GoalGoal

• Providing the infrastructure for downloading “trust-
h ” f  f  h  b fi  f ll k h ldworthy” software for the benefit of all stakeholders:

– User
• Controlling the behaviour of software on his Controlling the behaviour of software on his 

mobile system.

– Mobile Network Operator
A i  f  it   b ib• A service for its own subscribers.

• Additional source of revenues as a service for 
others (users, developers).

• A means for simplifying the deployment process. 

– Developer
• Take advantage of the “S3MS label” for trust-• Take advantage of the S MS label  for trust

worthy software.
• Software compliant to contract and MNO policy.

F ilit t   l  t  k t th b d  th  • Facilitate a long term market growth based on the 
deployment of value-added services and third party 
applications.



Mobile Adventure

Approach – Security-by-ContractApproach Security by Contract

Attack: Harming the mobile terminal by not obeying policies;
unauthorised use of API, data leakage, spending for (communication)

Application &

Contract: Behavioural specification of the security 
relevant actions of the application/service.

, g , p g ( )
resource use, etc. 

Application &
service

developer

Contract is defined by developer
(in co-operation with network operator).

Attack
Network
operatorSecurity-

By-

Application/Service
.NET CLR
Java® Byte Code

Attack

(1)

P t lUser

y
Contract

® y

(2)

(3)

MNO PortalUser

Policy: Specification of the acceptable behaviour
of application/service on the platform Interaction:

MNO

of application/service on the platform.
Policy is set by user or network operator.

Interaction:
(1) User – Developer
(2) User – Portal
(3) Portal - Developer
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Approach – Enforcement TechnologiesApproach Enforcement Technologies

Software Lifecycle

Development Deployment Execution

Contract/
Policy

Authoring
and

Application
development

Application
Compliance

with 

Deployment
within Mobile

Infra-

Loading
and 

Contract

Execution
Monitoring
& Runtimeand

Matching

p
Contracts structure Matching Enforcement

Static analysis
M it  i li i /

Contract/Policy
t hi

Contract/Policy
t hi

Runtime
it iMonitor inlining/

Proof generation
matching
Proof checking

matching monitoring

• Defines policy.

• Develops software.
• Defines contract (based on policy 

from MNO  if available)
• Defines policy.

Downloads software

Developer

p y
• Runs portal.
• Runs enforcement

technologies off-line.

from MNO, if available).
• Runs enforcement technologies to
• Proves code/contract compliance.

• Downloads software.
• Runs enforcement

technologies
on device (if possible).
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Runtime MonitoringRuntime Monitoring

Explicit
it i

Monitor Device
Policymonitoring

Code Runtime
EnvironmentLoader

o cy

Environment

Implicit by
monitor

Device
monitor
inlining

Policy

Code Loader
Inlining

Tool
Inlined
Code

Runtime
Environment
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Monitoring InliningMonitoring Inlining

• Monitor inlined into code at development time.
• Guarantee application policy compliance.
• Transfer guarantees to device.

Device
Policy

Code LoaderInlining
Tool

Runtime
Environment

Inlined
Code

Policy

Tool EnvironmentCode

Proof

Proof
Generation

Proof
Checker
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Explicit MonitoringExplicit Monitoring

• External monitoring component is implemented, 
 f  h  J  Vi l M hie.g., for the Java Virtual Machine.

• Code is inserted into the libraries to call the 
monitor.o o

• When a program uses a JVM API the external 
monitor checks if this usage is correct with respect 
to the security policyto the security policy.

Contract/
Policy A li ti

Application
C li

Deployment
ith M bil

Loading
and 

Execution
M it iPolicy

Authoring
and

Matching

Application
development

Compliance
with 

Contracts

with Mobile
Infra-

structure

and 
Contract
Matching

Monitoring
& Runtime

Enforcement

Runtime
monitoring

Static analysis
Monitor inlining/
Proof generation

Contract/Policy
matching
Proof checking

Contract/Policy
matching
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Explicit Monitoring - ArchitectureExplicit Monitoring Architecture

• Steps
– Monitoring of the MIDlet while running.
– Security relevant methods executed by the 

MIDlet are intercepted by the Execution MonitorMIDlet are intercepted by the Execution Monitor.
– The Policy Decision Point evaluates the method 

against the security policy.

MIDlet

Read
System

SIS: System Information Services
PDP: Policy Decision Point
PIS: Policy Information Service

MIDP

CLDCM
E

Monitor

Monitor

SISMethod(args) 

y/n
Read

l

System
info.

CLDC

KVM

J2
M Monitor

MIDlet loader PDP PIS
Policy
loader

MIDlet
loaderStart

- Policy
- State

Write
- State

Read
- Policy

Mobile Device OS
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ResultsResults

ConSpec
Contract/PolicyContract/Policy

Language

Contract/
Policy Application

Application
Compliance

Deployment
with Mobile

Loading
and 

Execution
Monitoring

Authoring
and

Matching

Application
development

Compliance
with 

Contracts

with Mobile
Infra-

structure

and 
Contract
Matching

Monitoring
& Runtime

Enforcement

Static analysis
Monitor inlining/
Proof generation

Contract/Policy
matching
Proof checking

Contract/Policy
matching

Runtime
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