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e Overview
e Goal
e Approach
e Monitoring
— Inlining
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e Conclusion
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e Provide er_lforcement Explici biice

technologies to guarantee monitoring
secure and safe execution of
downloaded applications on
user’s mobile terminal.

e Enforcement technologies

Runtime
Environment

Code Loader

that are applicable along the ! D N\ \
. . Application ‘\\Compliance \' with Mobile "\ Car;?act Monitering

i / = Y, on i
software lifecycle from Ny ey )

/,

development to deployment

Contract/Policy Static analysis Contract/Policy Runtime

) and execution_ matyne Bﬂ;l:ji;%;i:;iggg:; Eﬂrigfhr_iﬂgckmg mentterng
= Allow all stakeholders (users, peplcationt
developers and mobile m m o
network operators) to express . hes =
their requirements and !ﬁ =47,
constraints by policies. o @
3 © 2008 by DoCoMo
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e Providing the infrastructure for downloading “trust-
worthy” software for the benefit of all stakeholders:
@ — User

\l
ﬁ e Controlling the behaviour of software on his
mobile system.

— Mobile Network Operator
e A service for its own subscribers.

e Additional source of revenues as a service for
others (users, developers).

e A means for simplifying the deployment process.

— Developer

” e Take advantage of the “S3MS label” for trust-
worthy software.

e Software compliant to contract and MNO policy.
e Facilitate a long term market growth based on the

deployment of value-added services and third party
applications.

=7
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Approach — Security-by-Contract
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Attack: Harming the mobile terminal by not obeying policies;
unauthorised use of API, data leakage, spending for (communication)
resource use, etc.

Contract: Behavioural specification of the security

relevant actions of the application/service. Application &
Contract is defined by developer dapdice
(in co-operation with network operator).

eveloper

Attack

; Network

Security- 0 \ operator
By- i (1)

Contract ﬁ

Application/Service
.NET CLR
Java® Byte Code

:/// a //jj

User Portal

Policy: Specification of the acceptable behaviour _
of application/service-on the platform. <> Interaction:

Policy is set by user or-network operator. (1) User — Developer
5 Y P (2) User — Portal

(3) Portal - Developer
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Approach — Enforcement Technologies
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Software Lifecycle

Development Deployment

Deployment Loading Execution
| Application within Mobile and Monitoring
development Infra- Contract & Runtime

structure Matching Enforcement

Contract/Policy Static analysis Contract/Policy
matching Monitor inlining/ matching
' Proof generation ==}~ Proof checking

Developer ’

- "Develops software.

' » Defines contract (based on policy _ ) « Defines policy.
. from MNO; if available). » Defines policy. « Downloads software.
« Runs enforcement technologies to * Runs portal. « Runs enforcement

* Runs enforcement

" Proves code/contrac"fagompliance. _ _
- technologies off-line.

technologies
on device (if possible).
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Runtime Monitoring DoCoMo Euro-Labs
Explicit [ Monitor Je—{ DeVice
monitoring 1 Y
. Runtime
Code > Loader Environment
Imp|IC_I: bY [ Device
Anaonitor Policy
Inlining

A4

Code Inlined

Runtime

Inlining
| Tool Code |-

Environment
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e Monitor inlined into code at development time.

e Guarantee application policy compliance.
e Transfer guarantees to device.

Device
Policy
| Policy
Inllnlng Inlined Runtime
_ Code ‘ Tool | Code Environment ]
Proof

A 4
Proof Proof
| Generation Checker
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e External monitoring component is implemented,
e.g., for the Java Virtual Machine.

e Code is inserted into the libraries to call the
monitor.

e When a program uses a JVM API the external
monitor checks if this usage is correct with respect
to the security policy.

Application Deployment Loading

Application \\Compliance with Mobile and
‘ development with Infra- Contract
Contracts structure Matching

Contract/Policy Static analysis Contract/Policy Runtime
matching “Monitor inlining/ matching monitoring
Proof generation Proof checking

Execution
Monitoring
& Runtime
Enforcement
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e Steps
— Monitoring of the MIDIlet while running.

— Security relevant methods executed by the
MIDlet are intercepted by the Execution Monitor.

— The Policy Decision Point evaluates the method
against the security policy.

J2ME

MIDlet p SIS: Svs_tem Info_rmatio_n Services
PDP: Policy Decision Point
Read P1S: Policy Information Sgervice
System
— Method(args info, SIS
MIDP Monitor /
/y/n
CLDC Monitor ‘\4 _Rleoiﬂcy
\ ‘" State ~Read | Policy MIDlet
KVM MiDlet loader [r——0m-> PDP | oo R PIS  [*~Policy| |oader loader
- State

Mobile Device OS
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dventure
Its
MAXINT 5 MAXLEN 10 COﬂSpeC
RulelID Rulel H
ol N Contract/Policy
Language

'SCOPE Session
SECURITY STATE

BEFORE Connection.open(String url)
PERFORM

url.éi:ar-tsWith("http://www.gougle.ie") -
> {skip;}

/development

Application

Deployment
with Mobile
Infra-
structure

Contract/Policy
~~matehing.

Static analysis
Monitor inlining/

Proof generation

. s
"ry. '\'.\. LY
Y
III .\"\. LY
Hﬂl

Contract/Policy
matching

monftoring
Proof checking/

Runtighe
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S2a2MS

Security of Software and Services for Mobile Systems

“fou are here: Home

Applic

MS

Project start date: 1st March 2006
Project end date: 25th February 2008

Security of
Software and
Services for
Mobile Systems

= would you trust to download any kind of mobile
application anto your mobile device?

:: Do wyou feel your personal and business data
stored in your device are completely safety?

= Have you ever thought a ralicious behaviour of
an application might have hazarded to the normal
behaviour of your mobile platform?

i Have you ever felt frustrated because vou didn't
know whether a rmobile application you wished to
download could be considered trustable?

Have vyou ever felt frustrated once vyou
discovered vou had to pay for a very expensive
phone bill, because the last mobile application you
have downloaded used to make phone call to an
international number without your priar
acknowledgrment?

The S3ME Research Project provides a solution by allowing you to know a-priori if a
rmabile application is trustable or not. CLICK HERE TO KNOW HOW =

Towards a global dependability and security
framewark

Tnformation Society
Technologges

Specific Targeted Research Project - &th

Framewark

Programme

Verd

Last Accepted Publications

10/12/2007
Extending the Java
Wirtual Machine to
Enforce Fine-Grained
Security Policies in
Mobile Devices

@ Annual Computer
Security Applications
Conference
(BCSACTDT)

19/07 /2007 A
Security-by-Contract
Architecture for
Fervasive Services
@ 3rd International
warkshop on
Security, Privacy
and Trust in
Fervasive and
Ubiquitous
Computing {SEC 07)

Flash news

09/09/2007
Enhancing Java
Security with History
Based Access Control
@ Foundations of
Security Analysis and
Diesign (FOSAD '07)

28/06/2007
Security-by-Contract:
Toward a Semantics
for Digital Signatures
on Mobile Code

@ 4th European PKI
Warkshop: Theory
and Practice {EuroPkI
2007}
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