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Public Key CryptographyPublic Key Cryptography

� Use mathematical « one-way » functions
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� Vulnerabilities
• No proof exists that « one-way » functions are « one-way »
• Computational security � Moore’s law
• Quantum computing

2’357 x 4’201 = ? A x B = 9’901’757
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Classical vs Quantum CommunicationsClassical vs Quantum Communications

Fragile !
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Classical communication Quantum communication

"0"

Absolute security guaranteed by the laws of quantum physics



Solving the key exchange problemSolving the key exchange problem

Quantum Cryptography

Solve Key Exchange Problem
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Implementing a Quantum Cryptography ChannelImplementing a Quantum Cryptography Channel

� Necessary components
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Quantum Cryptography Deployment ScenarioQuantum Cryptography Deployment Scenario
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Practical Quantum Cryptography SolutionPractical Quantum Cryptography Solution

Quantum Cryptography
Appliance

High-Speed Encryption
Appliance

Commercial Solution also available from: Advanced Pr ototypes developed by:

- NEC

-

-

And others…

US based Start-up

Main Features
- Point-to-point wire speed layer 2 encryption
- Encryption: AES (128, 192, 256 bits)
- Key exchange rate: QKD several keys / sec
- Distance < 100 km (60 miles)
- Dark fiber



First Quantum Cryptography ApplicationFirst Quantum Cryptography Application

Full press release available on: www.swissquantum.unige.ch



Quantum NetworksQuantum Networks

• April 2005 – September 2008

• 41 Participants: 

25 Universities

4 National Research Centers

8 Multinational Enterprises

4 SMEs

• From 11 European Countries

A, B, CH, CZ, D, DK, F, I, RU, S, UK

• Funding:  11,3 million Euros

Cryptographic

Key Distribution



SECOQC Quantum Network DemonstratorSECOQC Quantum Network Demonstrator

Vienna, September 2008

• 5 QKD Technologies

• 5 Nodes / 7 Links



Dedicated ComponentsDedicated Components
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International Collaboration RequiredInternational Collaboration Required

� Today: Standards for Quantum Cryptography don’t exist

� Standards are extremely important for the commercial development
of quantum cryptography
• Possibility to compare products
• Possibility to certify products
• …

� Efforts have been initiated
• Standardization work started at ETSI in January 2008
• Telcordia workshop in the US on March 3rd

� International collaboration is essential for meaningful standard
development
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